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What is Iron Bank? 

At a high level, a vendor is on-boarded, appropriate access is 
granted to Gitlab, the vendor makes code, commits to build the 
docker images, and automated pipelines are instantiated to 
build and perform security scans on the images.  

Repository of Digitally Signed binary container 
images that have been hardened.

https://registry1.dso.milhttps://ironbank.dso.mil

DoD’s source for hardened and 
approved containers. Browse for 
containers, retrieve scan results, etc.

Browse containers through the 
official Harbor registry or download 
via command-line interfaces



•	 Iron Bank and Repo1 (Gitlab) are completely open to the public (available at IL2). There are no locked 
down versions of Iron Bank 

•	 Although the Iron Bank ecosystem contains a functional docker registry, direct uploads of ”external”  
container images to the registry is not supported. All images pushed to the registry must be hardened 
and approved.

•	 The Iron Bank platform does not run containers. Approval of container images does not imply an           
“automatic” deployment to any specific environment (i.e., Party Bus).

•	 There are no current built in features supporting license keys, or methods to protect intellectual 
     property (we encourage vendors to incorporate the necessary technologies to fulfil individual 
     licensing and protection requirements).

•	 The Iron Bank is not a completely 100% automated platform.  Portions of the “hardening” process are 
manual and involve substantial human effort.

What Iron Bank is NOT 



Onboarding First Steps 

The Container Hardening Team picks 
up the on-boarding form and creates 
the organization and repos based on 
the information provided by the 
vendor. The next slide shows an 
overview of the on-boarding process. 

Vendors need to register users with 
Iron Bank SSO system. Register by 
clicking on the ‘Sign in with Iron Bank 
SSO’ button in the sign-in page, 
followed by the “Register” button.

Fill out the Vendor/Program Office Onboarding Form 

2.) Fill out the Onboarding Form

1.) Register for Iron Bank SSO 

3.) Iron Bank Team Reviews the Form

4.) IB team creates initial issues at 
the Repo level - https://repo1.dso.
mil/dsop

5.) Vendors are sent onboarding email 
with onboarding checklist and steps 
to configure access.

https://docs.google.com/forms/d/e/1FAIpQLScU88kFi9EPKyyCRFtpqZL1PV1H2Ek85hU6J1zqBkppvfFNlQ/viewform
https://repo1.dso.mil/dsop
https://repo1.dso.mil/dsop


High Level Hardening Process 

The hardening process is shared between the Vendor and the Container Hardening Team. The following is 
a description of the process from the vendor and the Container Hardening Team point of view.

At a high level, a vendor is on-boarded, appropriate access is granted to Gitlab, the vendor makes code 
commits to build the docker images, and automated pipelines are instantiated to build and perform 
security scans on the images.  

Vendor / Iron Bank Development Process

ONBOARD COMMIT BUILD ANALYZE APPROVE

GITLAB

Security Scanning Tools

Vendor Vendor Engineer PIPELINE CHT Engineer CHT Engineer/CTO



High Level Hardening Process 

CHT engineers enter the process when the vendor has progressed to the point where the pipelines run to 
completion with no failures.  The CHT engineer will begin a justification process where security scanning 
results are analyzed, minor adjustments are made (if needed) , and finally, the vendor submission is sent 
for approval.

The CHT high level process is depicted below. Typically, the process is kicked-off via a merge request (MR) 
initiated by the vendor.

Container Hardening Team Development Process

MR BUILD JUSTIFY APRROVE DEPLOY

CHT Engineer

GITLAB



Getting Started 

Start by accessing Repo One at the following link: https://repo1.dso.mil/users/sign_in. You can register by 
clicking on the ‘Sign in with Platform One SSO’ button on the sign-in page, followed by the Register button.

Create a Repo One account to gain access to the public repository of containers.

Once your repository has been created, an email 
notification will be sent with a link to the repository, 
your assigned priority, and registration information 
for the Onboarding meetings and Get Unstuck/
AMA sessions. 

2. Hardening Process

3. Dockerfile Requirements

4. Hardening Manifest

5. Gitlab CI Pipeline

6. Pre-Approval

7. Approval Process

8. Post-Approval

1. Submit your onboarding form here. 
Your repo and issue inside GitLab will 
be created for you! 

https://repo1.dso.mil/users/sign_in
https://repo1.dso.mil/dsop/dccscr/-/blob/master/Hardening/README.md
https://repo1.dso.mil/dsop/dccscr/-/blob/master/Hardening/Dockerfile_Requirements.md
https://repo1.dso.mil/dsop/dccscr/-/blob/master/hardening%20manifest/README.md
https://repo1.dso.mil/dsop/dccscr/-/blob/master/pipeline/README.md
https://repo1.dso.mil/dsop/dccscr/-/blob/master/pre-approval/README.md
https://repo1.dso.mil/dsop/dccscr/-/blob/master/approval/README.md
https://repo1.dso.mil/dsop/dccscr/-/blob/master/post%20approval/README.md
https://p1.dso.mil/#/products/iron-bank/getting-started


Initial Form Submission 

The information in the form allows our team to proceed to create the vendor repos, and associated GitLab 
issues, however, more information may be needed to improve the overall lifecycle of vendor/hardening 
processes. Below is a sample of the information the form will capture.

STEP ONE: CONTRIBUTOR DETAILS

Here we will be asking you for basic contact information and if you have a government sponsor or not. 

STEP TWO: QUALIFYING QUESTIONS

These questions will help determine if you are a good fit for Platform One Iron Bank. A “no” to any of these questions 
will pause the onboarding process. 

STEP THREE: TECHNICAL QUESTIONS
	
Technical Questions about your application, these are some of the basic prerequisites you need to have in order to 
get approved on the Iron Bank. Whether you are a program office or a vendor, these are the technical baselines that 
need to be adhered to in order to pass the Iron Bank Pipelines. Answering no, will not stop further onboarding, but 
these will need to be a yes before the containers go up for approval.



STEP FOUR: PARTY BUS OR BIG BANG
	
Party Bus/Big Bang engagement: Where is this containerized application going next? These answers will help us 
route you to the next step after Iron Bank and ensure you have a good experience with Platform One.

Sample of KEY questions asked:

Initial Form Submission 

•	 Is your application currently containerized?
•	 Does it run on Linux containers? 
•	 Can your application build and run in a completely offline/air gapped environment?
•	 If yes, how many containers are involved?
•	 List all dependencies of your application requires in order to deploy.
•    Is your application currently running in containers on Kubernetes?
•    Are your containers accessible from a public registry, private registry, or both?
•    Are you okay if your security findings are public?
•    Are you okay with your application being publicly available? 
•	 Are there any ITAR restrictions? 



Our Methodology 

Technical requirements and details can be found in this Contributor Onboarding Guide. However, at a high level, 
applications must follow the following requirements:

	 •	 Rebasing the container onto an approved base image (Red Hat UBI, distroless, etc)
•	 Internet disconnected build processes
•	 The application and all containers must be supported by a vendor, open source community, or government 
     entity
•	 You must be working with the latest of the release series for your dependencies and application
•	 Timely justifications of all findings from the following scanners: 
		  - OpenSCAP: DISA STIG compliance
		  - Twistlock: CVE identification
		  - Anchore: CVE and DoD compliance identification
•	 Continuous monitoring (currently every 12 hours) and timely submission of justifications for any new findings
•	 Submission of any new application update(s) no later than the day of public release

Containers must follow a rigorous set of processes and requirements in order 
to receive an approval



Onboarding Checklist 



Onboarding Checklist 



Merge Requests

The onboarding form described previously serves as the method to request hardening, in Gitlab, your issue 
is the way to track the status of the work performed, however, the hardening effort is not invoked until a 
merge request is made (see diagram below).

MR BUILD JUSTIFY APRROVE DEPLOY

CHT Engineer

GITLAB



In order to track the status of your request, we have created labels for easy tracking of your project through 
the Iron Bank process. 

Where do I check on the status of my container?

You should have access to this https://repo1.dsop.io/dsop and be checking on the
status of your containers here. 

How do you communicate the current status of the project? 

Please use the comment box’s on each of the issues, this allows for transparent tracking. 
Do not just email your POC directly. What happens in the pipeline and how to tell where you
are at? Use these labels to learn more about the flow and how to tell the status of your 
project. https://repo1.dsop.io/groups/dsop/-/labels 

Tracking Work Status

https://repo1.dsop.io/dsop
https://repo1.dsop.io/groups/dsop/-/labels


Tracking Work Status Labels

An Automated label to notify of inactivity - applied after 28 days of no update to the issue.

All work is owned by members of the Container Hardening Team within Iron Bank.

A Vendor is managing the containerization and updates to this product. All work is owned by the 
vendor with the exception of the approval process.

All work is owned by an external contributor, an external entity who is a partner with Platform One 
is managing the containerization and updates to this product. 

An Automated label to notify of inactivity - applied after 14 days of no update to the issue.

Final notification after 42 days of inactivity, the issue is being moved to Iron Bank Leadership to 
adjudicate why no work is happening.



Understanding Labels

A Container is ready to go through the approval process and at this point the work is being handed 
off to the Iron Bank team to manage the approval.

The container is going through Local Review prior to final submission (we are aiming for an average of 
3-5 business days) for this stage.

The container is going through Local Security Review prior to a Local Review for approval (we are 
aiming for an average of 3-5 business days) for this stage.

The container is going through an Official Review from the authorizing official and we are awaiting 
the final approval and or comments.

Container has been officially approved

Awaiting response from contributor

Containers whose approval is expiring soon



Problems with existing features/functionality

Archive an application

Initial hardening of container: This is the first time a container is going through the Iron Bank 
pipeline.

Containers in the justification process

Containers that have new findings based on continuous monitoring, that need to be addressed 
before being approved again. 

Containers that are being updated to a new version

There is something blocking the container 

Understanding Labels



Understanding Priority Labels

Tickets requested to be prioritized by the P1 Leadership team

Platform One Core Container - Impacts BB + PB + IB

Core items for Iron Bank Pipelines (defined by Josh and Clarissa)

Core Package Items for Big Bang Pipelines (defined by Toby Oswald)

This priority is used for any tools, products or items that are used as part of the PlatformOne core 
infrastructure (Party Bus, CNAP, Cyber, Customer Success)

This priority is used for paying customers of Platform One. Money must be already sent to Platform 
One for this priority to be applied. Tier ONE on the True Up initiative = A customer paying > $4M

Tier TWO on the True Up initiative = A customer paying between < $3.9M > $500K



Tier THREE on the True Up initiative = A customer paying < $499K and > $80K

Open Source containers that are used by the community and supported by Iron Bank for the utility of 
Platform One Services

This priority is used for projects where there is a specific DoD/Govt customer identified and the vendor 
needs to get through Iron Bank before the gov customer can use the service. Potential Platform One 
customers who are working on payment or are interested in paying Platform One.

This is for vendor’s containers who do not have a DoD/Govt customer identified but want to get their 
containers approved for use on Iron Bank.

This is for open source containers that do not have a DoD/Govt customer identified and no defined 
user base.

Understanding Priority Labels



Status Tracking Example

Repo1.dso.mil > Single Sign On > Iron Bank Git Repository 

List and Board 
Options!



In order to track the status of your request, we 
have created labels for easy tracking of your 
project through the Iron Bank process. 

Here in the board view, you can search, 
see the container, initial tag, see an issue
in approval, and see that work is still
being done.

Status Tracking Example

First time that a container 
is going through

Who the owner is - Vendors 
must do all their own 
hardening

This container is going 
through the approval 
process and is with local 
security! 

Notification tag’s show up 
here as well if progress is 
not being communicated. 



Status Tracking Example

Repo1.dso.mil > Single Sign On > Iron Bank Git Repository 
List View of a particular set of containers. Notice the labels, they tell you where things are in the process!



Status Tracking Example

Write comments 
here



The Hardening Pipeline



Final Reminders

•   You must comment on your issue if you need any help, or come to the Get Unstuck 
     Sessions – no email

•	 Your repositories will be public

•   You MUST respond to every finding

•	 Do not change the priority labels. We will figure it out.

Good things to remember! 



Documentation

•      Contributor Onboarding
        		  https://repo1.dso.mil/dsop/dccscr/-/tree/master

•      Office of the Chief Software Officer
		  https://software.af.mil/ 

•      DSOP Services (DoD Enterprise DevSecOps)
		  https://software.af.mil/dsop/services/ 

•      DSOP Architecture at a Glance
		  https://software.af.mil/dsop/architecture/ 

•      Frequently Asked Questions (FAQ)
		  https://software.af.mil/dsop/frequently-asked-questions-faq/ 

•      DoD Centralized Artifacts Repository - DCAR
		  https://ironbank.dso.mil/ironbank/repomap

•      DoD Repo One Code Repository
        		  https://repo1.dsop.io/users/sign_in  



Q & A

Feel free to ask questions! 


